We show that for all n ≥ 3, an example of an n-partite quantum correlation that is not genuinely multipartite nonlocal but rather exhibiting anonymous nonlocality, that is, nonlocal but biseparable with respect to all bipartitions, can be obtained by locally measuring the n-partite GreenbergerHorne-Zeilinger (GHZ) state. This anonymity is a manifestation of the impossibility to attribute unambiguously the underlying multipartite nonlocality to any definite subset(s) of the parties, even though the correlation can indeed be produced by nonlocal collaboration involving only such subsets. An explicit biseparable decomposition of these correlations is provided for any partitioning of the n parties into two groups. Two possible applications of these anonymous GHZ correlations in the device-independent setting are discussed: multipartite secret sharing between any two groups of parties and bipartite quantum key distribution that is robust against nearly arbitrary leakage of information.
Quantum correlations that violate a Bell inequality [1] , a constraint first derived in the studies of local-hiddenvariable-theories, were initially perceived only as a counterintuitive feature with no classical analog. With the discovery of quantum information science, these intriguing correlations have taken the new role as a resource. For instance, in nonlocal games [2] , the presence of Bellinequality-violating (hereafter referred as nonlocal) correlation signifies the usage of strategies that cannot be achieved using only shared randomness. They are also an indispensable resource in quantum information and communication tasks such as the reduction of communication complexity [3] , the distribution of secret keys using untrusted devices [4, 5] , as well as the certification and expansion of randomness [6] etc. (see [7] for a review).
Thus far, prior studies of quantum nonlocality have focussed predominantly on the bipartite setup. However, as with quantum entanglement [8, 9] , correlations between measurement outcomes can exhibit a much richer structure in the multipartite setup. Consider a multipartite Bell-type experiment with the i-th party's choice of measurement setting (input) denoted by x i = 0, 1 and the corresponding outcome (output) by a i = ±1. Already in the tripartite setting [10] , quantum mechanics allow for correlations -a collection of joint conditional probability distributions P = {P ( a| x)} = {P (a 1 a 2 a 3 |x 1 x 2 x 3 )} -that cannot be reproduced even when a subset of the parties are allowed to share some nonlocal resource R [11, 12] . 1 Such genuinely tripartite nonlocal correlations are, by definition, those that cannot be written in 1 Throughout, we focus on nonlocal resources R that respect the non-signaling conditions [13, 14] which dictate, e.g., that each marginal of distribution of P R i (a j a k |x j x k ) can be defined independent of the input of the other party.
the so-called biseparable form:
where i∈{λ,µ,ν} p i = 1, p i ≥ 0 for all i ∈ {λ, µ, ν} and P R i (a j a k |x j x k ) is any 2-partite correlation allowed by the resource R [11, 12] . In a Bell-type experiment, the presence of genuine multipartite nonlocality [15] [16] [17] [18] [19] is a manifestation of genuine multipartite entanglement [8] , thus facilitates the detection of the latter in a deviceindependent manner, i.e., without relying on any assumption about the measurements being performed nor the dimension of the underlying Hilbert space. 2 In contrast, correlations that are biseparable, cf. Eq. (1), receive almost no attention. Apart from being a tool in the derivation of Bell-type inequalities for genuine multipartite nonlocality, is this kind of correlations interesting in its own right? Here, we answer this question affirmatively via the phenomenon of anonymous nonlocality (ANL), an intriguing feature that is only present in biseparable correlations. We will also provide evidence showing that ANL can be a powerful resource, allowing one to design device-independent quantum cryptographic protocols that can guard against a particular kind of attack by any post-quantum, but non-signaling adversary.
Biseparable correlations and anonymous nonlocality.-To appreciate the peculiarity manifested by ANL, let us start by considering the simplest, tripartite scenario. Clearly, among the subsets of correlations that can be 2 It is also possible to detect genuine multipartite entanglement in a device-independent manner without the detection of genuine multipartite nonlocality. See [18, 20] .
decomposed in the form of the right-hand-side of Eq. (1) are those that satisfy:
where p ν , p µ , p λ ≥ 0 for all ν, µ and λ, but in contrast with Eq. (1), we now have ν p ν = µ p µ = λ p λ = 1. Eqs. (2a)-(2c) imply that the correlation can be produced without having any nonlocal collaboration between the isolated party and the remaining two parties (as a group). Naively, one may thus expect that all correlations satisfying these equations must also be Bell-local (henceforth abbreviated as local). However, there exist [21] quantum correlations that satisfy Eqs. (2a)-(2c) as well as:
for any conditional distributions P θ (a i |x i ) and any normalized weights p θ . In other words, P satisfying Eq. (2) is nonlocal but this nonlocality is (i) not genuinely tripartite (it is biseparable) (ii) not attributable to any of the two-partite marginals [Eqs. (2a)-(2c) imply that all marginals are local] and (iii) not attributable to any bipartition of the three parties. The nonlocality present in any correlations satisfying Eq. (2) is thus in some sense nowhere to be found! We now provide a very simple example of correlation satisfying Eq. (2), and more generally the property of being (1) nonlocal and (2) biseparable with respect to all bipartitions in an arbitrary n-partite scenario. Consider the n-partite Greenberger-Horne-Zeilinger (GHZ) state [22] 
(|0 ⊗n +|1 ⊗n ) and the local measurement of σ x and σ y . The resulting correlation is
where x = i x i , and we have identified x i = 0 (1) as the σ x (σ y ) measurement (see, eg. Eq. (23) of [23] ). In Appendix A, we show that for all n ≥ 3, n-partite correlations of the form of Eq. (3) admit a biseparable decomposition with respect to any partitioning of the n parties into two groups. Specifically for n = 3, this decomposition, cf. Eq. (2a), involves p ν = 1 4 for all ν, P ν (a 1 |x 1 ) = 0, 1 and P R ν (a 2 a 3 |x 2 x 3 ) is the correlation associated with the so-called Popescu-Rohrlich (PR) box [13] -a hypothetical, stronger-than-quantum, but non-signaling resource.
3 To see that these correlations are nonlocal, it suffices to note that Eq. (3) violates the 3 In the tripartite scenario, the biseparability of the GHZ correlation was also discovered independently in [24] (see also [25] ).
Mermin-Bell inequality [26, 27] (even maximally [28] for all odd n ≥ 3). See Appendix B. Consider now an alternative way to understand the nonlocality associated with Eq. (2). Operationally, Eq. (2c) implies that P can be produced by, e.g., party 1 signaling classically to party 2, and all parties responding according to the information that they received and some predefined strategy λ. By symmetry of Eqs. (2a)-(2c), the same can be achieved by having only nonlocal collaboration between any two out of the three parties. Thus, while the correlation can be produced by having only a definite subset of parties collaborating nonlocally, the identity of these nonlocally collaborating parties is anonymous to an outsider who only has access to P . Indeed, even if an outsider is given the promise that a fixed subset of the parties have collaborated nonlocally, it is impossible for him to tell if, say, party 1 and 2 have collaborated nonlocally in generating P . Importantly, the anonymity present in these correlations differs from the case where a classical mixture of the different bipartitions is necessary, cf. Fig. 1 (see [29, 30] for examples of such classical anonymity). In this latter case, it is indeed possible to identify the parties that must have collaborated nonlocally, even though this identification is generally not possible at any single run of the experiment. As remarked above, for all n ≥ 3, the GHZ correlations of Eq. (3) are nonlocal but can nevertheless be produced by splitting the parties into any two groups, and disallowing any nonlocal collaboration between these groups. Thus, the anonymity present in these correlations is even more striking in the n > 3 scenarios: not only are the groups of parties sharing R unidentifiable in an unambiguous manner, even the size of the groups are also not identifiable (see Fig. 2 ). For example, when n = 4, the correlation satisfy:
where λi p λi = µj p µj = 1, p i ≥ 0 for all i, j, and "· · · " indicates other possible biseparable decompositions that have been omitted. From Eq. (4), we see that the 4-partite GHZ correlation could have been produced by having any three parties collaborating nonlocally, or any two groups of two parties collaborating nonlocally within each group. From the correlation itself, it is simply impossible to distinguish these possibilities apart ( Fig. 2) .
FIG. 2. ANL in the 4-partite scenario. Each participating party is abstractly represented by a box labeled by the party number. The correlations were produced by having parties 1 & 2, as well as 3 & 4 collaborated nonlocally (symbolized by "∼"). To an outsider who only has access to a and x, even if one is given the promise that the correlations were produced by the four parties separated into two fixed groups, it is impossible to tell which actual partitioning of the parties generated these correlations.
Let us now briefly comment on the relationship between ANL and multipartite entanglement. Clearly, one expects that there must also be features analogous to ANL in the studies of multipartite entanglement. Indeed, the first of such examples dates back to the three-qubit bound entangled [31] SHIFT state [32] where its entanglement was dubbed delocalized [33] since it is separable with respect to all bipartitions, yet not fully separable. A more recent example [21] involves a three-qubit bound entangled state which even violates a Bell inequality, thus giving also an example of anonymous quantum correlation. An important difference between their example and the tripartite case of our GHZ example is that their correlation can be produced by a biseparable tripartite entangled state whereas ours necessarily requires a genuinely tripartite entangled state. More generally, for all odd n ≥ 3, we show in Appendix C that the correlations of Eq. (3) can only be produced by genuinely n-partite entangled state. Our examples thus show that the generation of ANL does not require delocalized entanglement.
Perfect correlations with uniform marginals.-From Eq. (3), we see that whenever an odd number of parties measure in the σ y basis, the product of outcomes i a i gives ±1 with equal probability, otherwise it is either perfectly correlated or perfectly anti-correlated. Moreover, it follows from Eq. (3) that all marginal distributions of these correlations are uniformly random. Next, we present two quantum cryptography protocols that exploit these strong but anonymous correlations.
Application I: multipartite secret sharing (MSS).-Imagine that n parties wanted to share a secret message between any two complementary subgroups as they desire, i.e., between any subgroup of k parties (k ≤ n − 1) and the subgroup formed by the remaining parties. Suppose moreover that the shared secret is to be recovered by these subgroups only when all parties within each group collaborate (so that it is unnecessary to trust all parties within each group). A possibility to achieve this consists in: (i) the n parties share (many copies of) |GHZ n , (ii) each party randomly measures either the σ x or the σ y observable, (iii) the n parties are randomly separated into two groups and all parties assigned to the same group collaborate to compare their inputs and outputs, (iv) both groups announce their sum of inputs, (v) parties in the same group compute the product of their measurement outcome and deduce, using Eq. (3), the shared secret bit upon learning the sum of inputs of the other group, (vi) parties in one group use the shared secret keys to encrypt the message and send it to the other.
In the device-independent setting, security analysis is carried out by treating each physical subsystem together with their measurement device as a black box; conclusions are drawn directly from the measurement statistics. Indeed, the above protocol does not rely on the assumption of a GHZ state nor the particular measurements being performed, but rather the strong correlation present in Eq. (3) -for the right combination of inputs, the product of outputs are perfectly (anti) correlated. 4 Thus, the protocol essentially works by first distributing the correlated data needed to establish the secret keys, and performing the secret sharing [34] between any two complementary subgroups of the n participating parties as they deem fit. Since the product of outcomes for each group is uniformly random, the protocol is secure against cheating by any dishonest parties within the group; no one can retrieve the shared key without collaborating with everyone else within the same group. What about eavesdropping by an external, post-quantum but non-signaling adversary Eve?
Since the GHZ correlations of Eq. (3) are biseparable, a naive attack by Eve may consist in preparing for the n parties the biseparable, non-signaling boxes that reproduces exactly Eq. (3). For instance, in the tripartite case, in accordance with the biseparable decomposition, she would prepare with equal probability 4 different versions of a deterministic box for one of the parties, and correspondingly 4 different versions of a PR box for the remaining two parties. If the decomposition that she chooses matches exactly the way the parties are separated into two groups, then after step (iv), she learns exactly the key and hence the message shared by these parties.
5 However, as the grouping is decided only after the measurement phase, she can guess the bipartition correctly only with a chance of 1 3 in the tripartite case, and more generally (2 n−1 −1) −1 in the n-partite scenario. Evidently, this guessing probability rapidly approaches 0 as n increases, making it extremely difficult for Eve to succeed with this eavesdropping strategy for large n.
Application II: bipartite leakage-resilient QKD.-Next, let us describe a quantum key distribution (QKD) protocol between two parties, A and B, which is as leakageresilient [36] as one could hope for. The protocol consists of: (i) preparation of many copies of |GHZ n , (ii) for each of these n-partite systems, a randomly chosen subset, say, k of the n subsystems are distributed to A, while the remaining n − k subsystems are distributed to B, (iii) for each of these subsystems, A and B randomly measure σ x or σ y , (iv) both parties announce their sum of inputs, (v) for each n-partite system distributed from the source, A and B compute the product of their local measurement outcomes and deduce, using Eq. (3), the shared secret bit upon learning the sum of inputs of the other party.
As with the MSS protocol described above, the secret key is established through the perfect (anti) correlation present in the product of the outputs. Moreover, the gist of the protocol only relies on the correlation given by Eq. (3), rather than the actual state and measurement giving rise to this correlation, rendering the protocol ideal for device-independent analysis. However, in contrast with usual device-independent cryptography where leakage of information is not allowed, the above protocol is as leakage-resilient as one can hope for -the adversary Eve can certainly recover the secret key if all the output bits from either party leak to her, but if she misses merely one output bit from each party, the additional information that she gains from the leakage cannot improve her guess of the secret key. Now, if we assume that Eve has no control over how the subsystems are distributed in step (ii) 6 but otherwise only constrained by the nonsignaling principle, then as with the MSS protocol, for n sufficiently large, her advantage of preparing some biseparable, non-signaling boxes for A & B is minimal.
Discussion.-Let us now comment on some possible directions for future research. Clearly, we have only provided intuitions on why the protocols proposed above may be secure even in a device-independent setting. For odd n ≥ 3, since the GHZ correlations violate the 5 In this case, the product of outcomes for each group is a deterministic function (of the sum of inputs) known to Eve. The secret sharing protocol of Hillery et al. [35] is thus insecure against this kind of attack by a non-signaling adversary. 6 Instead of this assumption, A & B can employ additional measurement settings, cf. [5] , to certify that the overall correlations indeed exhibit genuine multipartite nonlocality and they are then again not susceptible to such an attack.
Mermin-Bell inequality maximally (see Appendix B), the result of Franz et al. [37] implies that these correlations are necessarily monogamous with respect to any potential quantum eavesdropper. This strongly suggests that if we assume an independent-and-identically-distributed (i.i.d) scenario, a formal security proof of these protocols against a quantum adversary may be given even in the case with noisy correlations, 7 and in a deviceindependent setting. Evidently, a security proof without this assumption is even more desirable, and a possible path towards this is to prove that the protocols are even secure against an adversary that is only constrained by the non-signaling principle [13] . Our arguments on why the protocols are not immediately susceptible to a straightforward attack by such an eavesdropper, despite the fact that the correlations are biseparable, is an evidence pointing in this direction.
For leakage-resilient QKD, one could also imagine, instead of the above protocol, doing an existing QKD protocol many times in parallel and then using the XOR of the secret key bits to generate the final secret key. Although such a protocol requires many more qubits to establish the final secret key, it can clearly offer high level of leakage resilience. How would such a protocol perform compared with the above protocol based on |GHZ n ? This certainly deserves some further investigation.
Coming back to ANL itself, let us note that the requirement of (1) nonlocality and (2) biseparability with respect to all bipartitions may arguably not, by themselves, imply that an outsider cannot attribute unambiguously the nonlocality to any definite subset(s) of the n parties. For instance, one may start with the tripartite GHZ correlation P 3 GHZ ( a| x), cf. Eq. (3), and trivially construct an example P ′ = P 3 GHZ ( a| x) n i=4 P (a i |x i ) for arbitrary n parties by introducing parties that are uncorrelated with the first three. While such an n-partite correlation P ′ indeed satisfies the two requirements stated above, one can unambiguously attribute the nonlocality present only to the three parties that give rise to P 3 GHZ ( a| x). Note, however, that such an identification is incomplete since the production of such a biseparable correlation only requires the nonlocal collaboration between two parties, and it is still impossible for an outsider to determine which two parties have collaborated nonlocally in producing the given correlation ( Fig. 1 and Fig. 2) . A more precise definition of ANL may thus require also a specification of the extent (size) of the nonlocal resource needed in producing the given correlation, a task that shall be pursued elsewhere [30] . For our GHZ examples, except for the cases where n is even with n 2 odd, it can be shown (see Appendix D) using the result of Ref. [16] that the correlations of Eq. (3) are not triseparable, i.e., not producible by a partitioning of the parties into three groups (where only parties within the same group are allowed to collaborate nonlocally). Hence, the generation 7 Due to the noise robustness of the Mermin-Bell violation of P n GHZ ( a| x), the ANL of P n GHZ ( a| x) is also extremely robust to noise.
of these correlations indeed requires the nonlocal collaboration of at least ⌈ n 2 ⌉ parties in one group; an analogous statement for the remaining cases would be desirable.
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Appendix A: An explicit biseparable decomposition of the n-partite GHZ correlations
For the n-partite GHZ state and the situation where all parties measure either the 0th-observable σ x or the 1st observable σ y , the resulting correlation of Eq. (3) can be rewritten in terms of the correlator, i.e., the expectation value of the product of outcomes:
where for conciseness of subsequent presentation we have used, instead, a
= 0, 1 to denote the output and as before, x = i x i to denote the sum of inputs. Note that all the full n-partite correlators depend only on the parity of x and x/2 whereas all the marginal correlators vanish.
Here we give a proof that the above correlation is biseparable with respect to all bipartitions whenever parties in each group are allowed to share arbitrary post-quantum but non-signaling (NS) resources, while parties in different groups can only be correlated through shared randomness. Note that the biseparability of Eq. (3) under the NS constraint implies that if parties in the same group are allowed to share a stronger resource, such as a Svetlichny resource [10] , or some other one-way signaling resource discussed in Refs. [11, 12] , the correlation must remain biseparable.
Let us define the four families of n-partite NS boxes, labeled by µ 1 , µ 2 , µ 3 and µ 4 :
8 To arrive at this n-partite correlator, see, eg., Eq. (23) of [23] .
where
and the sum G is over all G ⊆ [n] = {1, 2, . . . , n} with group size |G| = k, and G ′ is the complement of G in [n]. Essentially, each term involved in the summand in F (k, x), and hence H n ℓ ( x) defines a distinct combination of inputs x = x ′ such that H n ℓ ( x ′ ) = 1 mod 2, and hence making the outputs anti-correlated. For instance, F (0, x) only makes a nontrivial combination to H n 0 ( x) if all the inputs x i are 0.
From Eq. (A1), it is easy to verify that for all 1 ≤ k ≤ n − 1, the k-partite marginals of P n j ( a ′ | x) are 1/2 k and these correlations indeed define NS probability distributions. Moreover, from Eq. (A1) and these marginal distributions, one can show that these NS boxes give rise to vanishing marginal correlators and the following full n-partite correlators:
where in Eq. (A3), ⊕ denotes sum modulo 2 and in arriving at the second equality in each line, we have employed the identity n j=0 F (j) = 1 that holds for all n-bit strings x. 9 To gain some intuition on these NS boxes, we note that for n = 1, the µ 1/3 boxes correspond to the deterministic strategies a ′ = x ⊕ 1 and a ′ = x whereas the µ 2/4 boxes correspond to the deterministic strategies a ′ = 1 and a ′ = 0. Similarly, for n = 2, the µ 1/3 boxes correspond to the PR boxes defined by a For n = 3, all these NS boxes correspond to some version of NS box 46 described in Ref. [24] . It is conceivable that these boxes are extremal NS distributions for all n.
To reproduce the correlations given in Eq. (3) using biseparable N S resources with k parties in one group and the remaining (n−k) parties in the other group, it suffices to consider an equal-weight mixture of the following four strategies:
1. The group of k parties share the k-partite version of the µ 1 box and the remaining parties share the (n − k)-partite version of the µ 2 box.
4. The group of k parties share the k-partite version of the µ 4 box and the remaining parties share the (n − k)-partite version of the µ 3 box.
For n = 3, the above strategy corresponds to a mixture of 4 different versions of the NS box 2 in Ref. [24] . In general, to verify that the above strategy indeed gives rise to Eq. (3), we first remark that each of these strategies also reproduces Eq. (3) for the case when i x i is even. To see this, we use the fact that NS box µ 1 gives anti-correlation (i.e., expectation value -1) only if either i x i /2 or (1 + i x i )/2 is even; NS box µ 2 gives anticorrelation only if i x i /2 is even or (1+ i x i )/2 is odd; NS box µ 3 gives anti-correlation only if either i x i /2 or (1 + i x i )/2 is odd; NS box µ 4 gives anti-correlation only if i x i /2 is odd or (1 + i x i )/2 is even. Moreover, since strategy 1 and 3 are such that the correlation produced by parties in the same group are exactly opposite (likewise for strategy 2 and 4), we see that all the less-than-n-partite correlators, as well as the full npartite correlator when n i=1 x i is odd, indeed vanishes as claimed.
Appendix B: Mermin-Bell violation of the GHZ correlations
Here, we compute the quantum expectation value of the GHZ correlations for the Mermin Bell inequality [26, 27] (here written in the form derived in [23] )
(B1) The above Bell expression can be rewritten as:
For the GHZ correlation of Eq. (3), this simplifies to
i.e., achieving maximal [28] possible quantum value of B n ± for odd n.
10 B n + is the same Bell expression as the usual one obtained through the recursive formula [27] ; it can also be obtained by flipping all the inputs in B n − .
Appendix C: Quantum biseparable bound of the n-partite Mermin-Bell expression
For arbitrary odd n ≥ 3, the Mermin-Bell expression B n + given on the left-hand-side of Eq. (B1) is equivalent to a special case of a general family of permutationally invariant Bell expression described in Eq. (22) of [18] , Ω n,2,2;δx,0·r = 2 n−2 − 2 n−3
From Eq. (23) of Ref. [18] , it can be shown that the above expression admits the following upper bound on the quantum biseparable bound:
Combining these two equations and after some straightforward computations, we get the following upper bound on the quantum biseparable bound for the Mermin-Bell expression:
For arbitrary even n ≥ 2, the Mermin-Bell expression B n + given on the left-hand-side of Eq. (B1) is equivalent to the following Bell expression described in Eq. (1) of Ref. [18] ,
From Eq. (25) of Ref. [18] , we know that the above expression admits the following upper bound on the quantum biseparable bound:
Combining these two equations, we arrive, again, at Eq. (C3). To see that the biseparable bound of Eq. (C3) is tight, it suffices to note that the biseparable quantum state |ψ = |GHZ n−1 ⊗ |0 (C6) and the local observables A xi = cos α xi σ x + sin α xi σ y ∀ i = 1, . . . , n − 1,
with α 0 = − Since the GHZ correlations of Eq. (3) give Eq. (B2), we see that for odd n, the generation of these correlations necessarily requires a genuinely n-partite entangled state, independent of the underlying Hilbert space dimension.
Appendix D: m-separability and multipartite nonlocality underlying the n-partite GHZ correlations
For odd n, we know from the main theorem of [16] that a quantum violation of B n ± = 2 n−1 2 implies that it is impossible to reproduce these GHZ correlations using any 3-separable resource (i.e., a partitioning of the parties into three groups, and where the parties within each group can share even arbitrary nonlocal resource).
For even n, let us evaluate the the quantum value of the following Bell expression [16] : 
For even n and E( x) of Eq. (3), this becomes x∈{0,1} n , x even cos nπ 4 cos 2 x π 2 = 2 n−1 cos nπ 4 , giving a value of 2 n−1 for even n 2 and 0 for odd n 2 . Again, note from the main theorem of Ref. [16] that for even n, any correlation producible by a partition of the n parties into 3 groups (each sharing some Svetlichny resource S [10] [11] [12] ) can at most give a value of B n Σ = 2 n−2 . This means that, as with odd n, the n-partite GHZ correlation for even n with even n 2 is not producible by any partition of the parties into 3 groups, even if parties in each group are allowed to share whatever nonlocal resource.
Together with the biseparable decomposition obtained for these correlations, the above results on m-separability imply that for (1) odd n and (2) even n with even n 2 , generation of the GHZ correlations of Eq. (3) requires the nonlocal collaboration of at least ⌈ n 2 ⌉ parties in one group.
